Senvices

S (omputer Security Checklist

Computer Security Checklist: How Secure is Your Business?

e Documentation:
o Are your IT systems and passwords well documented and up-to-date?
o Do multiple trusted people have access?
o Is the information secure or locked away?

o Are you using external Spam and Virus Filtering?
o Have you confirmed your MX Records, SPF Records and Server Identify are setup
properly?
o Are you scanning for viruses inside your mail server database?
o Do you have a written policy for transmission of client data?
e BYOD (Bring your own device):
o Do you have a policy or software to manage use of employee devices?
o What is the plan if an employee owned device is lost or the employee is terminated?
e  Networking:
o Do you have a hardware firewall and is it under support by the manufacturer?
o Is the firewall configuration clean and operating system up to date?
o Is security a deeper concern that may necessitate a look at Intrusion Detection or Secure
Networking systems?
o Are you using a strong encryption system on your wireless networks?
e  Physical Security:
o Are your servers and data in a locked or restricted area? If so, who has access and how?
o Are laptops loaded with disk encryption or tracking software in the event they are lost or
stolen?
o Are the doors to your offices secure at night and on the weekends?
o Dataffiles:
o Where are your backups and how do they get where they are going?
o Are your files and folders on your servers secure and setup properly?
o How do you store and transfer sensitive information with your clients?
o Websites:
o  Where are your websites hosted?
o Are you using secure certificates for your systems to ensure encrypted communications?
e  Operating Systems and Applications:
o Are you enforcing the use of strong passwords?
Are your computers running supported versions of their operating systems?
How often are your systems patched and how do you know it is working?
Do you patch all of your applications or just Microsoft products?
Are you running anti-virus software and is it up to date with a valid subscription?
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Tips:

e Change your password often and do not make them predictable. Don’t leave them written down anywhere
that someone else could get to them. Do not share them with anyone and if you absolutely must, change it
immediately.

e Do not ignore updates and patches, these should be done immediately.

. Always verify a website is legitimate before entering in any sensitive information. It is easy to mask an
authentic website. Look for “https” or the lock icon in the web addresses. Do not be a victim of phishing.
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